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Resources

Q@ “Quantum Computation and Quantum Information”
by Michael A. Nielsen & Isaac L. Chuang

@ Lecture Notes available on
https://course.inf.ed.ac.uk/iqc
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Transistors # per microchip double every two years

°

@ Soon we will reach atomic scale

@ Quantum Mechanics govern physical systems at this scale
°

Quantum Fluctuations and Uncertainty affecting computations

Petros Wallden Lecture 1: Introduction
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Physical systems with two possible quantum states: Qubit
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Quantum Systems as Units of Information: Qubit

Physical systems with two possible quantum states: Qubit
E.g. Photons (polarization, time), Coherent Light, Electrons,
Nuclear spin, Optical lattices, Superconductors, etc.

Bit Qubit
@ Is either 0 or 1 @ Behaves as being
simultaneously 0 and 1

@ Measurement reveals the @ Measurement changes the
value of the bit qubit (see polarisers)

o Can be copied @ Cannot be copied

@ String of bits are fully @ String of qubits cannot be
described in terms of single fully described in terms of
bits (local) single qubits (non-local)
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Quantumness as a Resource

Nobel laureate Richard Feynman 1982:

Quantum Computer is a computer that uses QM to its advantage.
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Quantum Algorithms Speed-up
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Quantum Algorithms Speed-up

Classical deterministic:

O O O
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START FNISH
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Classical probabilistic:

POSITIVE
NEGATIVE

- 1985 Deutsch & Jozsa showed the first possible speed up

- 1994 Shor’s Algorithm: Factoring and discrete logarithm efficiently.
Breaks most modern public-key cryptosystems
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Applications

Quantum Computation Quantum Cryptography

e Physics simulations e Key distribution

e Breaking cryptography? e Secure authentication

e Machine learning o Digital signatures

e Data mining e Secure computation

e Distributed computation e Quantum money

e Advances in classical e Advances in classical
computation cryptography

e And more... e And more...

“For me, the single most important application of a quantum
computer is disproving the people who said it's impossible.
The rest is just icing on the cake’

Scott Aaronson
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Misconceptions

HOW GCIENCE REPORTING WORKS:
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But is it possible?

@ s there any (theoretical) reason why we cannot manipulate
quantum information?
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But is it possible?

@ s there any (theoretical) reason why we cannot manipulate
quantum information?
NO

@ How far in the future can we practically use quantum
information?
NOW

© Will all Computer Science become Quantum Computer
Science?
Possibly, but further in the future
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The dawn of the Quantum Technologies Era
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The dawn of the Quantum Technologies Era

The Second Quantum Revolution

Progress in controlling quantum systems has lead to a new Era in
which quantum theory is used to develop Quantum Technologies.

Petros Wallden Lecture 1: Introduction



The dawn of the Quantum Technologies Era

The Second Quantum Revolution

Progress in controlling quantum systems has lead to a new Era in
which quantum theory is used to develop Quantum Technologies.

@ Google 72 qubit processor:
Bristlecone (3/2018)
Impossible to simulate with
classical supercomputers

Petros Wallden Lecture 1: Introduction



The dawn of the Quantum Technologies Era

The Second Quantum Revolution

Progress in controlling quantum systems has lead to a new Era in
which quantum theory is used to develop Quantum Technologies.

@ Google 72 qubit processor:
Bristlecone (3/2018)
Impossible to simulate with
classical supercomputers

@ Intercontinental (7600km)
Teleconference using QKD
(1/2018)

Austrian and Chinese
Academies of Science
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Quantum Technologies Initiatives

Map of major £ multimillion, national QTech programs
Major companies with QTech labs & Some major QTech start-ups
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The Future Communication & Computation Networks

»Q

Classical Devices Quantum Devices
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The Future Communication & Computation Networks

Classical Devices Quantum Devices
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Comms Network
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The Future Communication & Computation Networks

Classical Devices Quantum Devices

Classical & Quantum
Comms Network

Security of Hybrid Comms & Computation Network
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Quantum Cyber Security (QCS)

Definition

Quantum Cyber Security is the field that studies every impact of
the development of quantum technologies on the security and
privacy of communications and computations
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@ Disruptive: Adversaries with Quantum Computers or QTech
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discrete log = RSA, DSA, ECDSA break

If a scalable quantum computer is built, most of current crypto
breaks (from emails, bank transactions to national security secrets)!
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Quantum Cyber Security (QCS)

Definition

Quantum Cyber Security is the field that studies every impact of
the development of quantum technologies on the security and
privacy of communications and computations

@ Disruptive: Adversaries with Quantum Computers or QTech
E.g. Quantum computers solve efficiently factoring and
discrete log = RSA, DSA, ECDSA break

If a scalable quantum computer is built, most of current crypto
breaks (from emails, bank transactions to national security secrets)!

e New Opport: Honest with QTech better security/efficiency
E.g. Quantum Key Distribution (QKD). Quantumness used to
enable Key Distribution with information theoretic security
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Quantum Mechanics

Nobel laureate Niels Bohr (photo with Einstein)

“Anyone who is not shocked by quantum theory has not understood it"”
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Quantum Mechanics

Nobel laureate Niels Bohr (photo with Einstein)

“"Anyone who is not shocked by quantum theory has not understood it”
@ Basic resource for QC is the distinct properties of quantum theory
@ QM is very successful and verified with unprecedented accuracy

@ Conceptual challenges to understand QM are profound

°

What gives the extra power are the properties with no classical
analogue: e.g. role of observer and measurement, uncertainty,
wave-particle duality, no-cloning, indistinguishability of quantum
states, teleportation
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Quantum Mechanics

Nobel laureate Niels Bohr (photo with Einstein)

“"Anyone who is not shocked by quantum theory has not understood it"”
@ Basic resource for QC is the distinct properties of quantum theory
@ QM is very successful and verified with unprecedented accuracy
@ Conceptual challenges to understand QM are profound

@ Understanding QM can help us manipulate best quantum
information and obtain applications!
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@ Basic concepts from Linear Algebra

Axioms of Quantum Mechanics

@ Non-locality, Bell's inequalities and the interpretations of QM

No-cloning and no-deleting theorem

Quantum Computing via the circuit model

Quantum Complexity

Quantum Algorithms

Quantum Cryptography

Quantum Computing via the measurement-based model
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