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QKD: Post-processing & General Proof Technique

@ Realistic systems have noise, thus QBER is non-zero even in
honest runs
@ Cannot distinguish errors due to honest noise from errors due

to eavesdropping
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QKD: Post-processing & General Proof Technique

@ Realistic systems have noise, thus QBER is non-zero even in
honest runs

@ Cannot distinguish errors due to honest noise from errors due
to eavesdropping

@ QBER is used for:
@ Estimate correlation of Alice's raw bit-string A with Bob's B
@ Bound the maximum correlation that any adversary’s bit string
E can have with A (uses properties of QM and specific details
of protocol)
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QKD: Post-processing & General Proof Technique

@ Realistic systems have noise, thus QBER is non-zero even in
honest runs
@ Cannot distinguish errors due to honest noise from errors due
to eavesdropping
o QBER is used for:
@ Estimate correlation of Alice's raw bit-string A with Bob's B
@ Bound the maximum correlation that any adversary’s bit string
E can have with A (uses properties of QM and specific details
of protocol)
o If A, B correlation is higher than A, E then it is possible that
Alice and Bob distil an (identical) bit-string A” totally secret
from Eve, following the two steps below
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QKD: Post-processing & General Proof Technique

@ Information Reconciliation (IR): Exchange information
(error-correcting codes) to make A" = B’
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@ Information Reconciliation (IR): Exchange information
(error-correcting codes) to make A" = B’

The information needed is estimated from QBER and this
amount of information is also leaked to Eve during the process
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QKD: Post-processing & General Proof Technique

@ Information Reconciliation (IR): Exchange information
(error-correcting codes) to make A" = B’

The information needed is estimated from QBER and this
amount of information is also leaked to Eve during the process

@ Privacy Amplification (PA): Using a family of universal hash
functions make sure that the final (smaller) key that Alice and
Bob share is completely secret from Eve (i.e. amplify the

privacy).
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QKD: Post-processing & General Proof Technique

@ Information Reconciliation (IR): Exchange information
(error-correcting codes) to make A" = B’
The information needed is estimated from QBER and this
amount of information is also leaked to Eve during the process
@ Privacy Amplification (PA): Using a family of universal hash
functions make sure that the final (smaller) key that Alice and
Bob share is completely secret from Eve (i.e. amplify the
privacy).
Using the hash function h:
A" = h(A") = h(B')
h(A"), h(E") are very different (independent variables)
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Appendix: Privacy Amplification

@ Leftover hash lemma: if a secret bit-string A of length n has t
bits leaked (at unknown positions), then you can produce a
bit string of n — t bits that is totally secret (almost optimal)
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Appendix: Privacy Amplification

@ Leftover hash lemma: if a secret bit-string A of length n has t
bits leaked (at unknown positions), then you can produce a
bit string of n — t bits that is totally secret (almost optimal)

@ An estimate of t is obtained from the QBER (e.g. using the
equivalence of BB84 with the entanglement-based BB84)
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Appendix: Privacy Amplification

@ Leftover hash lemma: if a secret bit-string A of length n has t
bits leaked (at unknown positions), then you can produce a
bit string of n — t bits that is totally secret (almost optimal)

@ An estimate of t is obtained from the QBER (e.g. using the
equivalence of BB84 with the entanglement-based BB84)

@ 2-Universal hash family: Let a family of functions h; € H with
i € S (cardinality of family |S|), where h;: {U — [m] = {0,1}"}:

@ for fixed A € U if h; is randomly chosen from the family, the
hi(A) is uniformly distributed in [m]

@ for any pair A, E € U, if i is chosen randomly, h;(A), hi(E) are
independent variables

Petros Wallden Lecture 15: Quantum Cryptography Il



Appendix: Privacy Amplification

@ Leftover hash lemma: if a secret bit-string A of length n has t
bits leaked (at unknown positions), then you can produce a
bit string of n — t bits that is totally secret (almost optimal)

@ An estimate of t is obtained from the QBER (e.g. using the
equivalence of BB84 with the entanglement-based BB84)

@ 2-Universal hash family: Let a family of functions h; € H with
i € S (cardinality of family |S|), where h;: {U — [m] = {0,1}"}:

@ for fixed A € U if h; is randomly chosen from the family, the
hi(A) is uniformly distributed in [m]

@ for any pair A, E € U, if i is chosen randomly, h;(A), hi(E) are
independent variables

e Consider a string A with (n — t)-bits of randomness (c.f.
min-entropy). If m < (n — t) then using the 2-universal hash

family H:
S[(hi(A), i), (R, )] < e

where R is uniformly random (n — t)-bit string and J the
statistical distance
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Entanglement and QKD

@ ITS key expansion possible from untrusted quantum channel
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Entanglement and QKD

@ ITS key expansion possible from untrusted quantum channel
@ BB84: Secure because

@ Non-orthogonal states cannot be distinguished with certainty
@ Quantum states cannot be copied (no-cloning)
© Measurement of unknown states disturbs the quantum state
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@ ITS key expansion possible from untrusted quantum channel
@ BB84: Secure because

@ Non-orthogonal states cannot be distinguished with certainty
@ Quantum states cannot be copied (no-cloning)
© Measurement of unknown states disturbs the quantum state

@ Question: Can we base QKD in entanglement or non-locality?
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@ BB84: Secure because
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© Measurement of unknown states disturbs the quantum state

@ Question: Can we base QKD in entanglement or non-locality?

Answer: Yes and has further advantages
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Entanglement and QKD

@ ITS key expansion possible from untrusted quantum channel
o BB84: Secure because
@ Non-orthogonal states cannot be distinguished with certainty
@ Quantum states cannot be copied (no-cloning)
© Measurement of unknown states disturbs the quantum state
@ Question: Can we base QKD in entanglement or non-locality?

Answer: Yes and has further advantages
@ Entanglement-based BB84: can be used for better security

proofs

@ The E91 protocol: this type of protocols are secure even when
untrusted devices are used or even if quantum theory is wrong
(provided that the correct theory forbids signalling)!
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Monogamy of Entanglement

The maximally entangled states have some unique properties:

@ Perfect correlation: Alice's and Bob's results are perfectly
correlated in all bases
®T) =

(|00>+|11>) (\++>+\**>)

%\
%\
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Monogamy of Entanglement

The maximally entangled states have some unique properties:

@ Perfect correlation: Alice's and Bob's results are perfectly
correlated in all bases

1 1
\ﬁ(|00> +11)) = \ﬁ(HH +1--))

This is not the case for partially entangled e.g.

|®7) =

~ Irn

_
W) =[5100)+1/3 11 = (v () + D04 + =)+ 304 - |

N+ - *>)>

which clearly is not perfectly correlated
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Monogamy of Entanglement

@ Monogamy: If two qubits are maximally entangled, then they
are separable with respect to any third qubit

pas = Tre(page) = |07) 15 (OF] = pase = |O) 415 (07| @ pe

e By knowing A and B are strongly (quantum) correlated, we
know that A and B are not correlated with anything else!
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Monogamy of Entanglement

@ Monogamy: If two qubits are maximally entangled, then they
are separable with respect to any third qubit

pag = Tre(page) = [97) 45 (OF] = page = [07) 45 (7| @ pe
e By knowing A and B are strongly (quantum) correlated, we
know that A and B are not correlated with anything else!

e From QBER (failure to be perfectly correlated) we can bound
how close is the real state to being maximally entangled

@ This (and the monogamy) is then used to bound the
information an eavesdropper can obtain in QKD
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Entanglement-based BB84

Any trusted or untrusted party (even Eve)

@ Distributes to Alice and Bob n copies of the state:

o)) = *(rhh> +lw)) = *(|++> +1--))

N
N
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Entanglement-based BB84

Any trusted or untrusted party (even Eve)

@ Distributes to Alice and Bob n copies of the state:
()
7)Y = 7(!hh> +|w)) = 7(I++> + =)
G V2
Alice

Measures in random basis x() =0 — {|h) . [v)};x) =1 = {|4+),]-)}

Obtains result a/) =0 — {|h) or |[+)}; ) =1 = {|v) or |-)}
Stores string of pairs: (a®™), x)), (a®) x2)) ... (2" (M)
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Entanglement-based BB84

Any trusted or untrusted party (even Eve)

@ Distributes to Alice and Bob n copies of the state:
()
7)Y = 7(!hh> +|w)) = 7(\++> + =)
G V2
Alice

Measures in random basis x() =0 — {|h) . [v)};x) =1 = {|4+),]-)}

Obtains result a/) =0 — {|h) or |[+)}; ) =1 = {|v) or |-)}
Stores string of pairs: (a®™), x)), (a®) x2)) ... (2" (M)

Bob

@ Measures in random basis y() =0 — {|h) . [v)};y) =1 = {|4),]-)}
@ Obtains result 60 =0 — {|h) or |[+)}; B =1 = {|v) or |-)}
@ Stores string of pairs: (b, y(1) (b3 )y .o (b))
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Entanglement-based BB84

Raw Key
@ Alice/Bob announce the bases x(), y() and they keep
positions where x{/) = y(/) (raw key)
o If there was no eavesdropping (state shared was indeed the
|®+)) then al) = b() '/ j of the raw key
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Entanglement-based BB84

Raw Key
@ Alice/Bob announce the bases x(), y() and they keep
positions where x{/) = y(/) (raw key)
o If there was no eavesdropping (state shared was indeed the
|®+)) then al) = b() '/ j of the raw key

Parameter Estimation

@ They choose fraction f of the raw key randomly and
announce a'’), b() to estimate the correlation of their strings:
QBER — Quantum-Bit Error Rate
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Entanglement-based BB84

Raw Key
@ Alice/Bob announce the bases x(), y() and they keep
positions where x{/) = y(/) (raw key)
o If there was no eavesdropping (state shared was indeed the
|®+)) then al) = b() '/ j of the raw key

Parameter Estimation
@ They choose fraction f of the raw key randomly and
announce a'’), b() to estimate the correlation of their strings:
QBER — Quantum-Bit Error Rate
@ This also puts a bound on how close their initial state was to
/&) which can be used to estimate the maximum number
of bits t, of the raw key, that any eavesdropper can learn!
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Entanglement-based BB84

Raw Key
@ Alice/Bob announce the bases x(), y() and they keep
positions where x{/) = y(/) (raw key)
o If there was no eavesdropping (state shared was indeed the
|®+)) then al) = b() '/ j of the raw key

Parameter Estimation

@ They choose fraction f of the raw key randomly and
announce a'’), b() to estimate the correlation of their strings:
QBER — Quantum-Bit Error Rate

@ This also puts a bound on how close their initial state was to
/&) which can be used to estimate the maximum number
of bits t, of the raw key, that any eavesdropper can learn!

@ Aborts if QBER higher than a threshold
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Entanglement-based BB84

Raw Key
@ Alice/Bob announce the bases x(), y() and they keep
positions where x{/) = y(/) (raw key)
o If there was no eavesdropping (state shared was indeed the
|®+)) then al) = b() '/ j of the raw key

Parameter Estimation

@ They choose fraction f of the raw key randomly and
announce a'’), b() to estimate the correlation of their strings:
QBER — Quantum-Bit Error Rate

@ This also puts a bound on how close their initial state was to
/&) which can be used to estimate the maximum number
of bits t, of the raw key, that any eavesdropper can learn!

@ Aborts if QBER higher than a threshold

o Classical post-processing of Information Reconciliation (IR)
and Privacy Amplification (PA) follow as in regular BB84
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Entanglement-based BB84: Forging attempts

@ Only part an adversary can interact is in sending (a corrupted)
initial state (correlated with her private ancilla)

@ The real state can be very different from ideal, but will be
detected in Parameter Estimation by detection of high QBER
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Entanglement-based BB84: Forging attempts

@ Only part an adversary can interact is in sending (a corrupted)
initial state (correlated with her private ancilla)

@ The real state can be very different from ideal, but will be
detected in Parameter Estimation by detection of high QBER

o Let the real (untrusted) state be |U). The QBER is given:

1 (X@X)/2+(Z®2)/)2

BER :=¢= - —
Q ‘T2 2
that is an average of the errors detected in each basis, i.e.:
1 1 - ) 1. ] ;
€= 5*ZW\XA@XB\‘W*Z<W|ZA®ZB\W>

which clearly is zero when Nl> = |oT)
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Entanglement-based BB84: Forging attempts

@ Only part an adversary can interact is in sending (a corrupted)
initial state (correlated with her private ancilla)

@ The real state can be very different from ideal, but will be
detected in Parameter Estimation by detection of high QBER

o Let the real (untrusted) state be |U). The QBER is given:

QBER = ¢ — % _ <X@X>/2; (Z®2)/2

that is an average of the errors detected in each basis, i.e.:

1 1 - -
= — — — (V| Xa® Xg |V
€=5 4< | Xa ® X |V)

which clearly is zero when Nl> = |oT)

1 . B
*Z<W|ZA®ZB\‘U>

@ ¢ is used to bound the distance of the two states, which then
bounds the maximum bits t that leak to Eve.
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Non-locality based QKD: The E91 protocol

@ The first protocol that used entanglement was given by Artur
Ekert in 1991 (E91)

o Ekert used violation of Bell’s inequalities to test that the
shared state between Alice and Bob was (close) to the
maximally entangled one
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Non-locality based QKD: The E91 protocol

@ The first protocol that used entanglement was given by Artur
Ekert in 1991 (E91)

o Ekert used violation of Bell’s inequalities to test that the
shared state between Alice and Bob was (close) to the
maximally entangled one

@ Bennett, Brassard and Mermin (1992) showed, the BB84
protocol can also be used for this purpose (and is simpler)

@ EO91 used for first time the non-locality as resource for QKD

Petros Wallden Lecture 15: Quantum Cryptography Il



Non-locality based QKD: The E91 protocol

@ The first protocol that used entanglement was given by Artur
Ekert in 1991 (E91)

o Ekert used violation of Bell’s inequalities to test that the
shared state between Alice and Bob was (close) to the
maximally entangled one

@ Bennett, Brassard and Mermin (1992) showed, the BB84
protocol can also be used for this purpose (and is simpler)

@ EO91 used for first time the non-locality as resource for QKD

@ Can be used for device-independent cryptography and could
provide supra-quantum security
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Non-locality based QKD: The E91 protocol

Any trusted or untrusted party (even Eve)
@ Distributes to Alice and Bob n copies of the state:

)7 = (k) + W) = T (l++) + 1)

N
N
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Non-locality based QKD: The E91 protocol

Any trusted or untrusted party (even Eve)
@ Distributes to Alice and Bob n copies of the state:

1
V2

L

¢+ (i):
[®7) 7

(Ihh) +[wv)) = —=([++) +|==))

Alice
@ Measures randomly one of the three observables
. . 1 .
XN =15 7,x0 =2 E(X+Z);X(I) =3-X

@ Obtains result 2 e {1, -1}
@ Stores string of pairs: (aM), x(M) (s x2)) ... (2" (M)
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Non-locality based QKD: The E91 protocol

Any trusted or untrusted party (even Eve)
Distributes to Alice and Bob n copies of the state:

1
V2

L

¢+ (i):
[®7) 7

(Ihh) +[wv)) = —=([++) +|==))

Alice
@ Measures randomly one of the three observables
xXN=1-7x0 =2 %(}HZ);X(") =35 X
Obtains result a() ¢ {1, -1}
Stores string of pairs: (2™, x)), (a®) x2)) ... (2" (M)

Bob
@ Measures randomly one of the three observables
. 1 . .
V=15 —(X+2);yD=25X,yD =3
y ﬁ( )y y
e Obtains result ) ¢ {1, -1}
@ Stores string of pairs: (b™), y™M) (b2 ) .o (M ()
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Non-locality based QKD: The E91 protocol

Raw Key

@ Alice/Bob announce the bases x(), y() and they keep
positions where they used the same basis x() =2 A y() =1
or when x() =3 A () =2 (raw key)

o If there was no eavesdropping (state shared was indeed the
|®+)) then al) = b() 7 j of the raw key
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Non-locality based QKD: The E91 protocol

Raw Key

@ Alice/Bob announce the bases x(), y() and they keep
positions where they used the same basis x() =2 A y() =1
or when x() =3 A () =2 (raw key)

o If there was no eavesdropping (state shared was indeed the
|®+)) then al) = b() 7 j of the raw key

“Parameter Estimation”

@ Instead of discarding results measured in different bases, they
use therrJ to compute S = Ell — E13 + E31 + E33, where e.g.
s = (V[ X ® J5(X + 2) V)

They obtain a value ¢ that S = 2v/2 — ¢

This plays the role of QBER — Quantum-Bit Error Rate

o If the S is smaller than a threshold, we abort (threshold is at
least 2)
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Non-locality based QKD: The E91 protocol

o Using ¢ we can estimate how close the real state |U) was to
the ideal |®).

@ This (lower) bounds the correlation of A, B and also (upper)
bounds the correlation that Eve can have with A and can be
used to estimate the maximum number of bits ¢, of the
raw key, that any eavesdropper can learn!
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Non-locality based QKD: The E91 protocol

o Using ¢ we can estimate how close the real state |U) was to
the ideal |®).

@ This (lower) bounds the correlation of A, B and also (upper)
bounds the correlation that Eve can have with A and can be
used to estimate the maximum number of bits ¢, of the
raw key, that any eavesdropper can learn!

o Classical post-processing of Information Reconciliation (IR)
and Privacy Amplification (PA) follow as in BB84
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Non-locality based QKD: The E91 protocol

o Using ¢ we can estimate how close the real state |U) was to
the ideal |®).

@ This (lower) bounds the correlation of A, B and also (upper)
bounds the correlation that Eve can have with A and can be
used to estimate the maximum number of bits ¢, of the
raw key, that any eavesdropper can learn!

o Classical post-processing of Information Reconciliation (IR)
and Privacy Amplification (PA) follow as in BB84

@ It would remain secure even if the true dimension of the
Hilbert space of each “qubit” is not really two
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Non-locality based QKD: The E91 protocol

Using ¢/ we can estimate how close the real state |U) was to
the ideal |®).

This (lower) bounds the correlation of A, B and also (upper)
bounds the correlation that Eve can have with A and can be
used to estimate the maximum number of bits ¢, of the

raw key, that any eavesdropper can learn!

Classical post-processing of Information Reconciliation (IR)
and Privacy Amplification (PA) follow as in BB84

It would remain secure even if the true dimension of the
Hilbert space of each “qubit” is not really two

To compute the effect of a forging attack (preparing a
different state) compute S for the real (corrupted) state |U/)
and quantify how much below honest 2+/2 is and how above
the minimum 2 is
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Summary of Protocols

© BB84: Alice sends single qubits from the set
{lh).1v),|+),|—)}, Bob measures randomly in one of the two
bases (brown, blue).
Security is based on no-cloning, non-distinguishing
non-orthogonal states and measurements disturbing the state
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Summary of Protocols

© BB84: Alice sends single qubits from the set
{lh).1v),|+),|—)}, Bob measures randomly in one of the two
bases (brown, blue).
Security is based on no-cloning, non-distinguishing
non-orthogonal states and measurements disturbing the state
@ Entanglement-based BB84: Alice & Bob share |®™) states
(generated from untrusted source). Each of them measures
randomly in one of the two bases (brown, blue).
Security is based on monogamy of entanglement

Petros Wallden Lecture 15: Quantum Cryptography Il



Summary of Protocols

© BB84: Alice sends single qubits from the set
{lh).1v),|+),|—)}, Bob measures randomly in one of the two
bases (brown, blue).
Security is based on no-cloning, non-distinguishing
non-orthogonal states and measurements disturbing the state

@ Entanglement-based BB84: Alice & Bob share |®™) states
(generated from untrusted source). Each of them measures
randomly in one of the two bases (brown, blue).
Security is based on monogamy of entanglement

© E91: Alice & Bob share |®1) states (generated from
untrusted source). Each of them measures randomly in one of
three bases, required to violate CHSH. The raw key and
Parameter Estimation happens differently.
Security is based on non-locality
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Summary of Protocols

© BB84: Alice sends single qubits from the set
{lh).1v),|+),|—)}, Bob measures randomly in one of the two
bases (brown, blue).
Security is based on no-cloning, non-distinguishing
non-orthogonal states and measurements disturbing the state

@ Entanglement-based BB84: Alice & Bob share |®™) states
(generated from untrusted source). Each of them measures
randomly in one of the two bases (brown, blue).
Security is based on monogamy of entanglement

© E91: Alice & Bob share |®1) states (generated from
untrusted source). Each of them measures randomly in one of
three bases, required to violate CHSH. The raw key and
Parameter Estimation happens differently.
Security is based on non-locality

o Classical post-processing (IR and PA) happens in all cases to
distil a secret key

Petros Wallden Lecture 15: Quantum Cryptography Il



