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Blind Computation Setting

Alice/Client:
@ Limited computational power
e Wants to use a quantum computer

@ Does not trust Bob/Server
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Blind Computation Setting

Alice/Client:
@ Limited computational power
e Wants to use a quantum computer

@ Does not trust Bob/Server
Bob/Server:

@ Has universal quantum computer
@ Is willing to help Alice

@ Will not lend Alice his device
Blind Computation = Bob cannot determine Alice’s:

o Input
@ Intended output

e Computation (not required for fully homomorphic encryption)

Alice must encrypt everything (input, computation, output)
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General ldea

e Use of MBQC
@ Alice's power:
© Can prepare single qubits
@ Cannot measure, store, prepare entangled qubits, apply
unitary gates
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General ldea

e Use of MBQC
@ Alice's power:
© Can prepare single qubits
@ Cannot measure, store, prepare entangled qubits, apply
unitary gates

o Alice:

@ Sends single qubits to Bob (not of the |+) form)
@ Instructs him to entangle them (AZ) as in a cluster state for
MBQC and then measure them after further interaction
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General ldea

e Use of MBQC

@ Alice's power:
© Can prepare single qubits
@ Cannot measure, store, prepare entangled qubits, apply
unitary gates
o Alice:
@ Sends single qubits to Bob (not of the |+) form)
@ Instructs him to entangle them (AZ) as in a cluster state for
MBQC and then measure them after further interaction
e Bob:

@ Does not know what states Alice sends him
@ Follows instructions and returns the measurement outcomes to
Alice

Blindness w.r.t. the “true” default angles {¢,}; and the shape of
the “true” resource |G)
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Universal Blind Quantum Computation (UBQC)

Keep x and f(x) hidden from server
Client \

Server

Client € BPP

Server € BQP
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Universal Blind Quantum Computation (UBQC)

Client Server

—p
01011100101

K =—

Petros Wallden Lecture 19: Universal Blind Quantum Computation



Universal Blind Quantum Computation (UBQC)

cz
Broadbent, Fitzsimons, Kashefi - FOCS 2009

Server
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Hiding the angle ¢

o
R l4es) = |& O L(l0)+ e )
[e%) 0 ef™ \/§
1 i(ap+an

= 5 000)+ €1 1)) = oy )
Q

M2 A Zia [4); [+)s = X3 h(—a) [+), = X2 Hy [+(_ay),
(2]

MY A Zia 45,0, [H), = X5' (=B + B2) [+), = X5 Ha |+(_ gy 15,))

@ If f1 = a+ [, the two above are equal
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Hiding the angle ¢

o Alice sends |+) instead of |+) to Bob (¢ unknown to Bob)

o Let ¢; be the default and ¢; = (—1)*¢; + 7(3_;5, 5) be the
corrected measurement angles

o Define angle:

0= ¢;+ 0 + i

where r; < {0,1} is unknown to Bob

o Measuring ¢! angle on state |+) is the same as measuring
¢t + 0; angle on state |+,)

e Adding r;m does not change the measurement, only flips the
outcome ( s; = 0 goes to s; = 1 and visa-versa)
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Hiding the angle ¢

Summary of Instructions

o Alice sends |+y,) and instructs Bob to measure in J;
o Bob returns outcome b;
o Alice computes s; = b; & r; and uses this for

e o .

¢7| j € { future of i}

The pre-rotation f; one-time-pads the true measurement
angle ¢/, and r; one-time-pads the true measurement outcome

Bob is blind to both measurement angle (computation)
and measurement outcome!

Note: Interaction is required so that Alice can compute the
corrected measurement angle ¢’ which depends on the
(corrected) measurement outcomes (and thus cannot be
computed by Bob).
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A first protocol

To maintain blindness, measuring in the XY-plane is required
(no Z measurements, unless see later!)
Input:
e Graph G of m qubits sufficient for given computation
e m “default” measurement angles ¢; performing desired
computation
e m random variables 6; «— {0,7/4,--- , 77 /4}, m random
variables r; <— {0, 1} chosen secretly by Alice
Initial Step:
o Alice sends to Bob m qubits of the form |+,)
o Bob applies AZj; according to the graph and generates the
“secretly rotated” resource state
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A first protocol

Stepi: 1<i<m

o Alice computes the angle 6; = ¢} + 0; + r;m and instruct Bob
to measure qubit / at this angle

e Bob measures qubit / and returns outcome b; to Alice

o Alice sets the value s/ = b; @ r;

o Alice moves to step / + 1 until / = m where the protocol
terminates

e The outcome is obtained from the last “layer” of
measurements

s M(8y), M(5y), M(6s)

by =1,b=0b3=1

—

Client Server
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Replacing the Z-measurements

e Measuring in Z-basis cannot be hidden
o Instructing Bob to measure in Z-basis reveals information
Solutions

@ Use brickwork (universal QC using only M? measurements)
@ Replace Z-measurement

Effect of Z-measurement at qubit /:

Isi) ( H Z7)

JjeNg(i)
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Replacing the Z-measurements

e For positions that Z-measurement will be required, Alice
tosses a coin d; <— {0,1} and sends state |d;); (instead of state
|[+0); ). These qubits are called dummies

e Bob applies (as usual) AZj;| V j € Ng(i)

o Results at [d;) ([Tjcn.( z%)

J

Same effect as Z-measurement

e Qubit / is disentangled from the graph = any further
measurement does not affect the remaining graph

o Alice instructs Bob to measure at some (random) M?-basis,
maintaining blindness (but ignores the outcome)
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Towards Verification of Quantum Computation

Consider qubit / where all neighbours are dummies.
Qubit / is disentangled from the rest graph, called trap:

ZngNG(i) dJ ‘+9i>

i

Example trap at qubit 2

Where dy = 0,60, = 7/4,d3 = 1,dy = 1 and thus trap qubit
(after \Z-gates) is at state |+ /4)
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Towards Verification of Quantum Computation

e Position of traps and dummies is unknown to Bob

o Result of measurement of trap, if measured in Mf-basis is
deterministic and known in advance to Alice

o If Bob deviates at the protocol, he may deviate on the trap
qubit and this will be detected by Alice!

Dummy
Computation
T T M(Sy), M(82), M(65)
._’

hh=1by=0,b3=1

—

Client Server
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Towards Verification of Quantum Computation

e Can insert multiple independent traps without revealing
anything or disrupting the computation

o Computation encoded with QECC.

o Computation = logical qubits, traps = physical qubits.

e Single error on trap = abort, multiple errors on computation
for corrupt the computation.

e Protocol fails with e-probability for “corrupt AND not-abort”

o verification (VBQC) = blindness + traps

o Verify correctness against malicious prover = correctness
against errors due to noise/malfunctions (even correlated)

Method to verify/test any quantum computation device
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