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Shor’s Algorithm

Invented by Peter Shor in 1994

Is a quantum algorithm that solves efficiently the problem
of factoring a large number to its prime factors

Factoring belongs in BQP

There is no known polynomial classical algorithm for factoring

An indication BPP ⊂ BQP. Not a proof since the classical
conjectured hardness is not based on an impossibility proof

Classical widely used cryptosystems (e.g. RSA) are based on
the assumption that factoring is hard

The discrete logarithm problem can also be efficiently
solved using Shor’s algorithm, breaking more used
cryptosystems (e.g. ElGamal, Diffie-Hellman key exchange)

If a scalable, fault tolerant, universal quantum computer is
built, most of current crypto breaks (from emails, bank
transactions to national security secrets)!
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Shor’s Algorithm

It has a classical and a quantum part

Classical Part: Reduces the factoring (and the discrete log)
problem to the problem of Order-Finding

Quantum Part: Solves Order-Finding, it further requires:

1 Quantum Fourier Transform
2 Phase Estimation
3 Efficient classical subroutines for: reversible modular

exponentiation and the continued fractions algorithm

We focus on Order-Finding, while we give at the end (for
completeness) the classical part
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Phase Estimation

Setting:
1 A unitary operation U on m-qubits, along with a black box

(oracle) that can perform ∧U j for any integer j
2 An eigenstate |u〉 of U with eigenvalue e2πiφu . i.e.

U |u〉 = e2πiφu |u〉
3 Sufficient (n or if we want higher probability of success

t ∈ O(n)) ancilla qubits initialised to |0〉

Result: An n-bit approximation φ̄u of the phase φu

Cost: O(t2) operations and one call to the ∧U j oracle for
each j . Succeeds with probability 1− ε
Note: Since U is unitary, any eigenvalue U |u〉 = eu |u〉 implies
that 1 = 〈u|U†U |u〉 = |eu|2, and thus eu is a unit norm
complex number, i.e. of the form e2πiφu for some φu.
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Phase Estimation

The circuit for Phase Estimation is given:

|0〉 /n H⊗n • F †

|u〉 /m U j |u〉

Remarks:

We drop the subscript u in the phase φ
We assume that φ = 0.φ1φ2 · · ·φn · · ·. Any integer part is
irrelevant, since φ appears in the expression e2πiφ

We will obtain a n-bit value φ̄ which is an approximation to
the phase φ
If φ has less or equal to n-digits we obtain the exact result.
We focus on this case here. One can show that for the general
case, the n-bit value φ̄ we obtain is the best such
approximation for the phase φ
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Phase Estimation

Useful Properties:

1

Um |u〉 = e2πimφ |u〉
2

∧U2j−1

|xk〉 |u〉 = e2πi2
j−1φxk |xk〉 |u〉

∧U2j−1

(|0〉+ |1〉) |u〉 =
(
|0〉+ e2πi2

j−1φ |1〉
)
|u〉

3

φ = 0.φ1 · · ·φn =
n∑

k=1

φk/2k

4

e2πi2
j−1φ = e2πi2

j−1 ∑n
k=1 φk/2

k

= e2πi
∑n

k=1 2
j−1−kφk

which given that e2πi(integer) = 1, means that in the exponent
we have: For j = n; e2πi0.φn , for j = n − 1; e2πi0.φn−1φn and for
j = 1; e2πi0.φ1···φn
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Phase Estimation

Useful Properties:

|xi 〉 H
∑

yi∈{0,1} e
2πi

xi yi
2 |yi 〉

|u〉 U e2πiφ |u〉

|xi 〉 • |xi 〉

|xj〉 Rk e
2πi

xi xj

2k |xj〉

|xi 〉 • e2πixi (2
kφ) |xi 〉

|u〉 U(2k) |u〉

Petros Wallden Lecture 9: Quantum Algorithms III: Shor



Phase Estimation

Steps:

1 Start: |0〉 |u〉
2 Apply Hadamard(s) on the first register:

1√
2n

∑
x1∈{0,1};··· ;xn∈{0,1}

|x1x2 · · · xn〉 |u〉 =
1√
2n

⊗n
j=1

∑
xj∈{0,1}

|xj〉

 |u〉
3 Apply the oracle (∧U2j−1

bitwise):

1√
2n

⊗n
j=1

∑
xj∈{0,1}

|xj〉 e2πi2
j−1φxj

 |u〉 =
1√
2n
⊗n

j=1

(
|0〉+ e2πi2

j−1φ |1〉
)
|u〉

4 Apply the inverse of QFT (recall the definition of QFT):

QFT −1n

(
1√
2n

(
|0〉+ e2πi0.φn |1〉

)
⊗ · · · ⊗

(
|0〉+ e2πi0.φ1···φn |1〉

))
= |2nφ〉 |u〉

5 Measure the first registers to obtain φ̄, since 2nφ = φ1 · · ·φn
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Phase Estimation

The circuit in greater detail is the following:

|0〉 H · · · •

QFT −1n

...
...

|0〉 H • · · ·

|0〉 H • · · ·

|u〉 /m U20 U21 · · · U2n−1 |u〉

Petros Wallden Lecture 9: Quantum Algorithms III: Shor



Phase Estimation

We focus on the dotted box first:

|0〉 H · · · •

QFT −1n

...
...

|0〉 H • · · ·

|0〉 H • · · ·

|u〉 /m U20 U21 · · · U2n−1 |u〉
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Phase Estimation

Here we have the circuit and output untill before applying the
QFT −1n . We see that the output is precisely that of the QFT
if we had as input the computational qubits |φ1 · · ·φn〉:

|0〉 H · · · • |0〉+ e2πi(2
t−1)φ |1〉

...
...

|0〉 H • · · · |0〉+ e2πi(2
1)φ |1〉

|0〉 H • · · · |0〉+ e2πi(2
0)φ |1〉

|u〉 /m U20 U21 · · · U2n−1 |u〉
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Phase Estimation

Therefore applying the inverse QFT and measuring in the
computational basis will give us the value 2nφ = (φ1 · · ·φn).

|0〉 H · · · •

QFT −1n

...
...

|0〉 H • · · ·

|0〉 H • · · ·

|u〉 /m U20 U21 · · · U2n−1 |u〉
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Order Finding

Definition (Order): Given positive integers x and N that are
co-prime, the order of x modulo N is the least positive
integer r such that x r = 1(modN)

The Problem

Determine the order r given the base number x and modulo N

It is believed to be difficult problem for classical computers
(existing algorithms solve it in exponential time)

The order-finding algorithm is (essentially) phase estimation
applied to the following unitary operator
Ux ,N |y〉 = |xy(modN)〉
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Order Finding

Order-Finding can be decomposed into three steps:

1 Application of Phase Estimation to the unitary:

Ux ,N |y〉 = |xy(modN)〉

2 A method to prepare the corresponding eigenstates
without knowing the order

3 A method to recover the desired order from the
approximation of the phase/eigenvalue
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Order Finding: Step 1 (Phase Estimation)

The unitary Ux ,N |y〉 = |xy(modN)〉 corresponds to the
function f (x) = (xa) mod N which if iterated corresponds to
modular exponentiation. Such a function (and unitary) can
be efficiently in O((logN)3) gates (see Nielsen & Chuang).

The following state is an eigenstate of Ux ,N :

|us〉 =
1√
r

r−1∑
k=0

exp(
−2πisk

r
) |xk mod N〉

We can see this by evaluating Ux ,N |us〉:

Ux ,N |us〉 =
1√
r

r−1∑
k=0

exp(
−2πisk

r
) |xk+1modN〉 = exp(2πi

s

r
) |us〉

The eigenvalue is e2πis/r and the phase φ = s/r has
information about the order r which we need further steps to
extract.

Petros Wallden Lecture 9: Quantum Algorithms III: Shor



Order Finding: Step 2 (Preparing the Eigenstate)

We can’t prepare the eigenstates |us〉 since we don’t know r .

Note:

1√
r

r−1∑
s=0

|us〉 =
1

r

r−1∑
s=0

r−1∑
k=0

exp(
−2πisk

r
) |xk mod N〉 = |1〉

Running the PE algorithm on input |0〉 |us〉:

PE (|0〉 |us〉) = |s/r〉 |us〉

By linearity, running the PE algorithm on input |0〉 |1〉:

PE (|0〉 |1〉) = PE

(
|0〉 1√

r

r−1∑
s=0

|us〉

)
=

1√
r

r−1∑
s=0

|s/r〉 |us〉

Measuring the first register collapses the state to one term:
|s ′/r〉 |us′〉 for unknown both s ′, r .

Petros Wallden Lecture 9: Quantum Algorithms III: Shor



Order Finding: Step 3 (Recovering the Order)

We obtain a number a := b/2c from the phase estimation,
that is an approximation of the s/r we are seeking.

Any real number can be written as continued fraction:

[a0, · · · , aM ] = a0 +
1

a1 +
1

a2 +
1

· · ·+
1

aM

where a0, · · · , aM are positive integers

We obtain a sequence of (gradually improved) approximations:

{[a0] := p0/q0, [a0, a1] := p1/q1, · · · , [a0, · · · , aM ] := pM/qM}

and express each of those as fraction pi/qi
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Order Finding: Step 3 (Recovering the Order)

Steps to recover the order:

1 We obtain a number a := b/2c from the phase estimation

2 We express as continued fraction: [a0, . . . , aM ]

3 Obtain a sequence of approximations pi/qi by truncating the
continued fractions

4 Find the greatest denominator that is less than the integer we
take mod over: rguess := maxi qi ≤ N

5 Check if rguess satisfy x rguess mod N = 1 and accept answer

6 Else, repeat the protocol (we will in general get a phase for a
different s ′ from the measurement)
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Order Finding: Summary

Circuit:

|0〉 /n H⊗n • F †

|1〉 /m x j mod N

Steps:

1 Start with |0〉 |1〉
2 Apply PE , using the unitary Ux,N in order to obtain:

1√
r

∑r−1
s=0 |s/r〉 |us〉

3 Measure to obtain a n-bit approximation of s ′/r for a
randomly chosen s ′

4 Use the continued fraction approximations to find the best
guess for the order r

5 Check that is correct and terminate or repeat from step 1.

Complexity: O((logN)3) operations and succeeds w.h.p.
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Reducing Factoring to Order Finding (Classical)

Inputs: A composite number N

Result: Obtain a non-trivial factor of N, using O((logN)3)
operations with success O(1)

Steps:
1 If N is even return factor 2
2 Determine if N = ab for integers a ≥ 1, b ≥ 2 and if yes return

the factor a (efficient way to compute this)
3 Randomly choose 1 ≤ x ≤ N − 1. If gcd(x ,N) > 1 then return

the factor gcd(x ,N) (efficient)
4 Use order-finding algorithm to find the order r of x modulo N
5 If r is even and x r/2 6= −1(modN) then compute

gcd(x r/2 − 1,N) and gcd(x r/2 + 1,N) and test if it gives a
factor. If not return to step 3. This step is guaranteed to
succeed with probability at least 1/2 (see details and
theorems in Nielsen & Chuang).
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